I. INTRODUCTION
As an important part of Web service protocol stack, XML communication protocol uses XML data file with conventional structures to complete the information exchange of both communication sides, and has the advantages of extend easily, multi-platform, heterogeneous communication and so on. This is the reason why XML communication protocol is widely used in recent years. Since the XML communication protocol plays an extraordinary role in network communication, once the vulnerability of the protocol is used, it can bring harmful result. Therefore the study on the security evaluation method of the XML communication protocol has become a hot issue in the information security field.
At present, studies on security evaluation of the XML communication protocol were conducted in succession both at home and abroad. Alrouh B and Ghinea G performed an experiment to evaluate the selection of Web services security measures from seven aspects as user asymmetric key, security certificate, security token and so on [1] . But their research only compared the performances of the protocol, and it did not perform the security evaluation of XML communication protocol. Tang K, Chen S and Levy D used Web service security strategy to evaluate the end-to-end security guarantee ability aiming at the evaluation of Web service security frame [2] , but this research was short of qualitatively analysis on Web service protocol. Li J, Chen H and Deng F used STRIDE model to obtain the security risk values of Web protocol messages from six aspects as spoofing, tampering, repudiation, information disclosure, denial of service, and elevation of privilege [3] . However, this method could not effectively evaluate the relevant threats caused by the interaction of components. Cheng R proposed a new message interaction security mechanism as simple object access protocol (SOAP) [4] , and performed security evaluation to the protocol from the angles of encryption, signature, and service time and so on. However, this mechanism was not available for other XML communication protocols. Xu Y and Xie X proposed a method using Colored Petri Nets (CP-Nets) for the analysis of security protocols [5] . Specially, in this method, an intruder CP-Net model provided an openended base for the integration of multiple attack tactics. That is a viable approach to overcome the state space explosion problem. According to the security evaluation problem of XML protocol, we propose a security evaluation method based on three-dimensional sphere model. This paper designs a three-dimensional coordinate system for the security evaluation index of XML communication protocol, uses the coordinate projected area on the sphere as the weight of evaluation index and measure standard of security component index value, effectively solves the index coincident problem.
II. SECURITY EVALUATION INDEX SYSTEM
A. Hierarchical structure of the Model А.И.Маркушевич, a mathematician of former Soviet Russia, divided the information stored in human brain into core information and shell information, proposed an information construction sphere model [6] . In this paper, the concept is introduced into the application of protocol security evaluation, and we propose a three-dimensional sphere model of XML communication protocol. In the sphere model, the sphere can be divided into gradational structures formed by certain logical relation according to protocol evaluation value and development maturity degree. To be specific, the sphere consists of a network interface layer, a network layer, a transmission layer and an application layer protocol from inside to outside (as shown in Fig. 1 ). 
B. Evaluation index System
XML communication protocol belongs to the application layer. Therefore, this paper establishes the security evaluation index system of the XML communication protocol by means of the shell layer of the sphere model, designs a first and second levels evaluation index three-dimensional coordinate system according to the XML communication protocol security evaluation, and sets up a set-down surface of the first and second levels evaluation index as shown in Fig. 2 What needs to be explained is that sometimes there will be a certain degree of coincidence between the evaluation index in order to strengthen the key investigation and evaluation of some aspects [7] . The difference between the three-dimensional sphere model and general evaluation model is that the problem of coincident index is solved and the redundant value is deleted, with the result that the evaluation result is more reasonable. 
C. Calculation of Evaluation Index Weight
On the basis of established security evaluation index system, the weight of each evaluation index is calculated by using sphere coordinate system projection method. According to the features of sphere model, the analytic hierarchy process method proposed in the paper [8] is used to calculate the weight of each evaluation index and delete the redundant value. The weights of first and second levels evaluation index are visually represented by sphere radius and retractable angle, so that the comprehensiveness of security evaluation is guaranteed. In the XML protocol three-dimensional sphere model, the projection area on XOZ coordinate plane is used to calculate the weight of the evaluation index. The calculation process of the weights of the evaluation index is as follows:
Step 1. Calculation of the weights of first and second levels evaluation index.
(a) Construct the judgment matrix P 0 of the first level evaluation index B i , and the judgment matrixes P 1 , P 2 and P 3 of the second level evaluation index C ij belonged to XML security, communication load security and security vulnerability. 
where the m i is n-th root of the product of elements in each row of the judgment matrix. The relative consistency index of the matrixes are all less than 0.10 according to consistency test, so the judgment result is reasonable.
(c) Weight allocation of evaluation index. The projection area on XOZ coordinate plane is taken as the weight of the evaluation index. The primary radius r 0 of the three-dimensional sphere model is 1, and the total area S 0 is π. The weight set of the first and second levels evaluation index, namely the projected area set, that is
Step 2. Process of coincident index.
In the real evaluation process, the evaluation index need to compensate and validate each other from different angles, so the coincidence will occur inevitably. In order to guarantee the evaluation's reasonableness, according to the fundamental inequality principle 14 21 14 21
, the redundant value of the coincident index C 14 and C 21 will be deleted by reduction method.
Step 3. Calculation of radius data.
The sphere radius can be calculated by the following equations before the process of coincident index: 
As the coincident index are handled, the index setdown area are re-divided, which the non-coincident index C 11 , C 12 and C 13 of B 1 are arranged in the 2nd and 3rd quadrants, the non-coincident index C 22 and C 23 of B 2 are arranged in the 5th and 8th quadrants, and the potential vulnerability security B 3 is still arranged in the 6th and 7th quadrants. The radius R' is re-calculated by (4): 
The radius visually reflects the weights of first level evaluation index. From the positive direction view of Yaxis of XML protocol three-dimensional sphere model and the updated view (as shown in Fig. 3) , it can be seen from the Fig. 3 that one of the advantages of the sphere evaluation model is that it can solve the problem of coincident index effectively. Step 4. Calculation of the up and down retractable angle.
The retractable angle, which reflects the second level evaluation index, refers to the up and down retractable angle of the ray sending from sphere center of the threedimensional coordinate system along the XOZ plane. The retractable angle of the second level evaluation index can be calculated by (5) 
III. SECURITY EVALUATION
In the XML protocol three-dimensional sphere model, the projection based on the XOZ coordinate plane is used to define the weights of evaluation index, and the projections on the other coordinate planes are used to define the value range of evaluation index. Based on this, this paper proposes an XML communication protocol security evaluation method which obtains a security evaluation quantized value through quantitative calculation of the second and third level evaluation index.
A. Evaluation of Content security Component
In the first place, three levels security evaluation index of communication content security are established on the basis of security evaluation index set B 1 (C 11 , C 12 , C 13 , C 14 ) ( as shown in Table Ⅰ ). According to the features of the third level evaluation index, the evaluation functions of the second level evaluation index are designed from bottom to top. The second level evaluation index of the four content security components are calculated by the following equations 
where V 111 is obtained through the data of key_bit, key_times and tsafe; V 112 is divided into common (0-0.3), serious (0.3-0.8) and specially serious (0.8-1) according to the degree of information leak hazards. In (6), the integrity V 12 is calculated by using the digital signature technology based on public key algorithm, in which P 12 
In (6), availability evaluation V 14 takes the ability of resistant against denial of service attack of XML part as major consideration factor.
With reference to the description in paper [9] about denial of service attack of XML, the evaluation index D 141 and D 142 are divided into strong (0.8-1), comparatively strong (0.6-0.8), medium (0.4-0.6), comparatively weak (0.2-0.4), and weak (0-0.2) according to the ability of resistant against denial of service attack and disaster recovery ability.
B. Evaluation of Load Security Component
First of all, three levels security evaluation index of communication load security are established on the basis of security evaluation index set B 2 (C 21 , C 22 , C 23 ) (as shown in Table Ⅱ ). The The x is the degree of association, the field_num is the field number of protocol header, the vul_num i is the number of vulnerabilities that have been found in the i-th field of the protocol header, and the V 212 reuses the grade rule set by D 142 to estimating.
In (11), the security threat that categoricalness V 22 faces is mainly the malicious utilization of the delimiter character, where
In (12) and (13), the parameter 2 represents equipartition operation, the deletion_num represents the number of the header field which will bring harmful influence to communication after relevant delimiter character is deleted, and the injection_num represents the number of the header field which will bring harmful influence to communication after relevant delimiter character is injected.
In (10), the evaluation of the controllability V 23 takes the softening attribute set of data base affaire as reference, where
The sequence_num in (14) is the interaction number required for completing interaction event, and 232 _ ( , 1 ) 32
In (15), the coefficient represents the randomness degree to generate ID, and the specific value category is excellent (0.8-1), good (0.5-0.8), and common (0-0.5). V 232 is determined by the bit number (identifier_bits) of protocol data ID field.
C. Evaluation of Security Vulnerability Component
First of all, three levels security evaluation index of security vulnerability are established on the basis of security evaluation index set B 3 (C 31 , C 32 , C 33 , C 34 ) (as shown in Table Ⅲ ).
The second level index interception C 31, interpolation C 32 , falsification C 33 and interruption C 34 in Table Ⅲ have identical third level evaluation index set. This paper uses the evaluation method based on fuzzy theory [10] to evaluate each security component of XML protocol. The designed evaluation process is as follows:
Step 1. Set evaluation index factor set U= [u 1 , u 2 , u 3 ] = [detectability, reproducibility, availability];
Step 2. Set comment set L=[l 1 ,l 2 ,l 3 ,l 4 ,l 5 ] =[low, comparatively low, common, comparatively high, high];
Step 3. Determine the weights of evaluation index, and construct a third level evaluation index judgment matrix as 
Step5. Calculate the final security component integrated evaluation result according to weighted average method.
D. Integrated Evaluation
On the basis of above mentioned contents, the security integrated evaluation result is calculated with reference to the projected area of the three-dimensional sphere model on XOZ plane (as the weight of evaluation index) and the component evaluation value obtained through calculation on the basis of the three levels evaluation index (as the value of evaluation index). The security component evaluation results of the first and second levels security evaluation index are shown in Table Ⅳ . With the value of the first level evaluation index C i is represented by V i , the value of the second level evaluation index C ij is represented by V ij , V ij is obtained by its affiliated evaluation function. It is stipulated that V ij [0, 1] , so the value interval of the evaluation result ∈ Q is Q [0,
∈ π]. In the end, the value range of the final evaluation result Q is divided into seven intervals, and the security evaluation of each interval is defined as follows.
IV. CASE STUDY
In order to verify the feasibility and validity of the model and method proposed in this paper for the security evaluation of XML communication protocol, the security electronic bank simulation system designed in the paper [11] was used as evaluation material, and the web service structure is shown in Fig. 5 . In the experiment, the XML communication protocol-SOAP protocol applied in the electronic bank system was analyzed, the function SoapMonitor was used to intercept Soap protocol data package, and the security of the Soap protocol was analyzed and evaluated with reference to protocol data, designing document and the quantitative algorithm which have been described in section three of this paper. The simulation experiment data and calculation result are shown in Table Ⅵ .
Through Table Ⅳ and Table Ⅴ , the integrated evaluation result of the electronic bank system was calculated as Q=V*S'T= 0.7121π, and the security grade of the SOAP protocol used in this system was medium high It can be seen from Table Ⅵ that in this simulation system, the values of non-repudiation index of XML part are the lowest, so the security of the non-repudiation index can be enhanced by using digital timestamp adding technology, the values of component evaluation index of communication load part are comparatively low, it is suggested that comprehensive remedial measures should be taken to solve this problem. In the end, preventive measures should be taken to deal with the possibly occurred security threats with reference to one or several index for which the values of potential vulnerability are the lowest. In order to verify the feasibility of the evaluation model and method proposed in this paper, ten experts were invited to perform integrative judgment to this protocol according to their experiences, and the result is shown in Table Ⅶ . The comparison shows that the result obtained by the security integrated evaluation method based on the threedimensional sphere model is consistently with the judgment result of at least half of above experts. Therefore, it can be regarded that the security integrated evaluation method can more effectively and objectively reflect the security state of XML communication protocol.
V. CONCLUSIONS
Combined with the features of the XML communication protocol, this paper proposes a threedimensional sphere model for XML communication protocol, proposes a protocol security integrated evaluation method based on the three-dimensional sphere model and a security component evaluation method based on coordinate system projection. A simulation experiment is carried out to verify the feasibility and validity of the security evaluation method proposed in this paper for the XML communication protocol.
The future work in this field should be conducted in the filed including automatic XML communication protocol evaluation, automatic protocol data acquisition, automatic evaluation index data identification and so on. 
